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CIT421: Small Scale Digital Device Forensics 
For the printed version of your syllabus only
Organization and Schedule 

Semester: 
Fall 2011

Lecture:
Mon., Wed.
11:30 AM - 12:20 PM

Knoy 228
Laboratory:
Tue.
1:30 PM - 3:20 AM

Knoy 228

Required Prerequisites: 

Required: Instructor permission.

Required Course Description: 

This course will help students understand the issues, techniques, and vulnerabilities of small scale digital device forensics. Emphasis will be placed on the forensically sound acquisition, preservation, analysis and presentation of small scale digital devices as evidence. The course will be seminar based and allow students to focus on both applied and basic research questions. 

Recommended Keywords Applicable to Career Development and Job Hunting/Major Topics:

· Digital forensic science
· Computer forensics
· Computer Crime
· Cyber Forensics
· Small Scale Digital Devices
Required Course Audience:
This is an elective course for CIT majors and eligible for graduate plans of study.
Required Course Instructors:

Name
Office
Phone
Email Address
Office Hours

Rick Mislan
223 Knoy
494-2563
rick@purdue.edu

Monday: 
10:30 AM - 11:20 AM





Tuesday:     
11:30 AM - 1:30 PM





Wednesday: 
10:30 AM - 11:20 AM
Office Hours:
I am available during any office hour as marked above or by appointment.  I will do my best to accommodate your schedule.  Thank you for your cooperation.

Required Required Textbooks, Lab Manuals, and Supplies:

As there is no specific text written for this course, all readings related to SSDD Forensics will be found at course website: http://ssddforensics.com
Course Objectives:
Upon successful completion of this course, you will be able to:

· Identify and differentiate small scale digital devices, 
· Describe the various characteristics of small scale digital devices. 
· Characterize potential evidence found on small scale digital devices.
· Acquire, preserve, and analyze forensically sound evidence from various small scale digital devices.

· Prepare small scale digital device forensic evidence for a courtroom presentation

· Identify and review current technologies and techniques of small scale digital device forensics.

Course Format:

The format for this course incorporates the principles of active learning. Students are expected to demonstrate knowledge, comprehension, and application of the concepts and principles covered in class. There will be extensive hand-on learning opportunities and a practical exam.
There are multiple deliverables required for this course:

1. Forensic Wiki Entries– Research and publishing of ssdd forensic updates
2. SSDD Research – Research and respond regarding specific homework assignments
3. Thought Papers – Personal interpretations of assigned course readings or materials
4. Practical Labs – SSDD Forensics laboratory exercises
5. Final Exam – Comprehensive
Deliverables*: 
Assessment Mechanism
Points
Total Points



Forensic Wiki Entries
(10 at 20 pts. each)
200 (20%)

SSDD Research
(10 at 20 pts. each) 
200 (20%) 
Thought Papers
(10 at 20 pts. each)
200 (20%)

Practical Labs
(5 at 40 pts. each)
200 (20%)
Final Exam
(1 at 200 pts. each)
200 (20%)
Total

1000 (100%)
*Required Delisubject to change with notice
Purdue University Grading Scale

Grade
Scale

A
90-100%

B
80-89%

C
70-79%

D
60-69%

F
0-59%

Grading Notes and Comments

Incompletes: An incomplete will only be granted in the case of serious illness. Written proof of the illness and a recommendation for an incomplete will be required from both the Dean of Students office as well as from a doctor.  A grade of incomplete is never issued to give a student more time to complete assignments or improve a grade.  The final determination as to whether or not an incomplete should be issued rests solely with the professor.
Course Schedule:

The following is a schedule for the semester. It is subject to change without warning.

	1
	8/22
	8/23
	8/24

	
	Introduction
	Lab
	Introduction HW

	
	Personal, Class, Syllabus, Readings
	Introduction to lab 
	Finish and Report

	2
	8/29
	8/30
	8/31

	
	SSDD 
	Lab
	SSDD and NIST Introduction

	
	Reading - SSDD Ontology, ForensicWiki
	PhoneForensics, GPSForensics, ConsoleForensics 
	Begin reading NIST Documentation

	3
	9/5
	9/6
	9/7

	
	Labor Day – NO CLASS
	Lab
	NIST HW

	
	Readings of NIST documentation
	NIST Review
	Finish and report findings

	4
	9/12
	9/13
	9/14

	
	Cellular Forensics
	Lab
	Cellular Forensics HW

	
	NIST Review, Products & Tools
	NIST Review
	Select a tool, learn about it, report about it

	5
	9/19
	9/20
	9/21

	
	Protocols
	Lab – AT Commands
	Protocol HW

	
	Discuss Protocols
	Motorola RAZRs
	Finish and report findings

	6
	9/26
	9/27
	9/28

	
	Documentation
	Lab – Device Documentation
	Documentation HW

	
	Document, document, document
	PhoneScoop, GSM Arena, Identifying markings
	Finish and report findings

	7
	10/3
	10/4
	10/5

	
	Preservation
	Lab – Preservation 
	Preservation HW

	
	Materials, bags, and tanks
	Test materials and multiple devices
	Finish and report findings

	8
	10/10
	10/11
	10/12

	
	Acquisition – CDMA
	Lab – CDMA
	Acquisition CDMA HW

	
	How to acquire CDMA
	Acquire with BITPIM
	Finish and report findings

	9
	10/17
	10/18
	10/19

	
	Acquisition – SIM 
	Lab – SIM
	Acquisition SIM HW

	
	How to acquire SIMs
	SIMCon
	Finish and report findings

	10
	10/24
	10/25
	10/26

	
	Acquisition – GSM 
	Lab – GSM 
	Acquisition GSM HW

	
	How to acquire GSM
	GSM Free tools…
	Finish and report findings

	11
	10/31
	11/1
	11/2

	
	Acquisition – SmartPhone
	Lab – SmartPhone
	Acquisition SmartPhone HW

	
	How to acquire Android or BB
	Android or BB Free tools…
	Finish and report findings

	12
	11/7
	11/8
	11/8

	
	Analysis
	Lab – Analysis 
	Analysis HW

	
	How to analyze a phone
	Analyze several cases
	Finish and report findings

	13
	11/14
	11/15
	11/16

	
	Presentation
	Lab – Presentation
	Presentation HW

	
	How to present a phone
	Build presentations
	Finish and report findings

	14
	11/21
	11/22
	11/23

	
	Group Presentations
	Group Presentations
	Group Presentations

	
	Group presentations
	Group presentations
	Group Presentations

	15
	11/28
	11/29
	11/30

	
	Exploitation and Intelligence
	Lab – Exploitation  and Intelligence 
	Intelligence HW

	
	How can you build intelligence from a phone
	Build intelligence from a phone
	Finish and report findings

	16
	12/5
	12/6
	12/7

	
	Wrap-Up
	Wrap-Up
	Wrap-Up


Required Course Policies
Courtesy Expectations

1. Please be in class on time.  Late students disrupt class. If you arrive late to class please enter from the rear of the classroom. 

2. Talking or passing notes to other students in the classroom distracts both the instructor and your fellow students.  

3. Finally, if you prefer to surf, sleep, or read newspapers, do not come to class.

Required Add/Drop Expectations and Policies

1. According to CIT educational policy, this course may not be added to any student’s academic schedule after the third week of a Fall or Spring semester (or equivalent for a Summer semester) except under very extenuating circumstances to be approved by the Assistant Department Head of Computer and Information Technology.

2. According to CIT educational policy, no independent study course can be substituted for this course.

{Insert conditions or constraints under which you will give a withdrawal.  You might want to specify whether or not you use the WF grade.}

Recommended Homework Policies and Quality Expectations

1. All assignments or take home quizzes are to be handed in at the beginning of the class period, in the classroom, on the specified due date unless otherwise stated. If you arrive late to class, your assignment is late, which constitutes one of the two class meetings late, as defined below.

2. Late assignments will be penalized as follows:

· Less than or equal to 1 class meetings late:  
50% off

· More than 1 class meetings late:

No credit

3. If the assignment is not handed in at the beginning of the class meeting in which the assignment was due it is already one class meeting late, and the next class meeting is the second, therefore, anything handed in after that will receive NO CREDIT!

4. Unsatisfactory or incomplete assignments may be returned by the instructor for resubmission with no credit.  If turned in at the next class meeting with satisfactory corrections, they will receive 50% credit.

5. Unsatisfactory assignments may include but not be limited to:

· Spiral bound notebook paper

· Incomplete sentences

· More than 2 spelling errors

· More than 2 grammatical errors

6. Assignments are to be typed or word-processed and printed.

7. Homework and projects may be submitted for grading to the CIT Main Office in Knoy 255.  All submissions will be dated and time-stamped.  The office closes promptly at 5:00 PM.

Optional Programming Policies and Quality Expectations

1. {State any policies and procedures for submitting homework, late penalties, format, quality, etc.  Two CPT policies are provided below for use in all courses.}

2. Homework and projects may be submitted for grading to the CPT Main Office in Knoy 242.  All submissions will be dated and time-stamped.  The office closes promptly at 5:00 PM; therefore all materials must be submitted by 4:30 PM to be considered “on time.”

3. To protect your privacy, graded materials will never be passed around the classroom or placed outside of an instructor’s office door.  Every student in this course has a “pickup file” in Knoy 242.  You can pick up graded materials (and announcements) in Knoy 242 during normal business operating hours).

Optional Team Project Policies and (Quality) Expectations

1. {If applicable to your course, insert any team policies.}

Recommended Re-Grading Policies

1. Any student wishing to appeal a score should return his/her assignment or exam with a written statement explaining his/her appeal. An appeal must be submitted no later than one week after the student received the original score (scores posted).

2. Any work submitted for grade appeal may be totally re-graded, not merely those portions which the student wishes to be re-graded.

3. Discussion of corrected exams or quizzes may be done during any office hour or by appointment.

4. According to University regulations, only final course grades can be “appealed.” There is a formal School of Technology and University timetable and process for grade appeals. It must be followed exactly! Questions about grade appeals should be directed to the Department Head of Computer and Information Technology or the Chair of the School of Technology Grade Appeals Committee.

Required Academic Dishonesty (“Cheating”) Policies

1. Students are encouraged to discuss their assignments with others. However, the assignment which is turned in must have been produced by the student him/herself and cannot be a collaborative effort unless specifically assigned as such by the instructor. Any deviation from the preceding may result in a grade of F for the course and possibly additional severe disciplinary actions. (See your student handbook for more information)

2. Possession of cheat sheets or crib notes of any type in examinations shall constitute academic dishonesty and will be dealt with in a similar manner

3. During examinations, all personal possessions other than pencils and erasers are to be left at the front of the room.

4. Disabling Conditions:  Any student who, because of a disabling condition, may require special arrangements in order to meet course requirements should contact the instructor by the third week of class in order to make necessary accommodations.  Students who do not contact the instructor by the third week of class, or as soon as they know they have a disabling condition, forfeit their rights to special accommodations.  Students must work with the Dean of Students Office in order to receive special accommodations for this class.
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